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BlackBerry security under control — even during travelling

The new version of eperi Mobile PKI (BlackBerry) makes sure that
unauthorized access does not occur, not even during worldwide
travelling. The complete mobile data communication with the BlackBerry
is secured through own PKI operations.

4th October, 2010 — One of the strongly discussed issues within the past
months was the attempt of various states to get access to
communication of BlackBerry devices. With the eperi Mobile PKiI,
however, enterprises and organizations gain total control of their
BlackBerry device security. The entire data communication between
mobile device and enterprise is encrypted through PKI (Public Key
Infrastructure) methods. No matter to what country you are travelling,
you can rely on security of your own PKI.

eperi Mobile PKI provides secured and efficient use of mobile devices within
enterprises. For BlackBerry devices, it enables secured communication, even
throughout international communication points, without having to sacrifice any
part of user-friendliness or simplicity on administration.

Currently, an increasing number of states set their demands on RiM for access
to mobile BlackBerry communication. With the public discussion on it, the
necessity of an own independent security strategy becomes even more
apparent. Get your mobile and your enterprise out of that risk by use of an
additional protection feature, which is quickly and easily installed.

The Mobile PKI BlackBerry establishes a hybrid encryption (RSA1024,
AES256) of the complete data traffic that remains entirely under enterprise
control. eperi uses the standard interfaces of the system software to
implement the necessary security functions. Thereby, secure communication
for sensitive emails, calendar notes and addresses is guaranteed even for
mobile operations.

The eperi mobile PKI provides roll-out of software and certificates over the air
(OTA) and automatically. After release by the administrator, the software and
private keys are transferred automatically and safely. A possibly available own
PKI can be integrated and thus still be used. The certificates and private keys
on the mobile device are stored in an own secured key store. Thereby,
unauthorized access is entirely and reliably prevented during data transfer. On
operation and maintenance, not a single user interaction is needed — just as it
has to be.
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About eperi

eperi provides an innovative IT security solution for data in the cloud. Our
securityRunTime is build as an open source solution. It is used by leading international
enterprises.

The company was founded in 2003 and is located in Darmstadt, Germany. Since the
beginning of 2014 we sign with our new name: eperi GmbH. With more than 10 years
experience in software development we stand for information security that is trusted:

eperi.de/en

Contact

Henriette Heidbrink

eperi GmbH

Uhlandstrale 9

64297 Darmstadt

Telefon +49 (6151) 95130 33
Fax +49 (6151) 95130 66
henriette.heidbrink@eperi.de
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Mobile device administration in a graphical user interface showing the device status
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From: eperi Security Broker
Mobile PKI
17 5ep 20710 17:52

Hello Enterprise User,

your certificates and keys were updated by
P er| Mobile PKI.

Mo action is required.

Best Regards, Your Administrator.

BlackBerry handheld with installed eperi Mobile PKI Solution — in this image
an update notice email is displayed informing about a certificate update in the background.
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