
If the price is right, 
ransomware wins

Ransomware has emerged as one of the most lucrative and popular 
techniques cybercriminals are using against both businesses 
and consumers.

Cybercriminals are on track 
to make nearly $1 billion 
through ransomware in 2016 1

Nearly 40% of all spam emails sent 
contained ransomware in 2016 2

Businesses pay. Consumers balk. But if the price is
right, hackers get paid.3

50+% 
of consumers would not 
pay a ransom to get their 
data back .

$100 
Maximum price they were 
willing to pay.

55% 
of parents would pay to get 
their photos back, while 39% 
of non-parents would. 

Consumers

Business executives

70% 
of executives who were a 
victim of ransomware paid 
to resolve the hack.

≈60% 
of executives would pay 
to get data back from 
hackers.

Do you want to pay? Law enforcement suggests you 
don’t, but here are your options. 

Yes, I’ll pay No, I’ll fight
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Ransomware is effective, but not everyone pays.
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For more information on ransomware and IBM Security, 
visit: ibm.com/security/xforce/research.html 

Report to FBI, Europol or local law enforcement 

Purchase bitcoins from
trusted source

Change your passwords 
after data is decrypted 

Create a backup of your
data after it is unlocked

Try sites like NoMoreRansom.org 
for decryption keys 

Confirm data backups were
not infected

Bring computer/device to
data recovery specialists

50% 
of those paid over 
$10,000 and 20% paid 
over $40,000.
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