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Industrial Cybersecurity @ Work
ICS Live Hacking Lounge at the SPS IPC Drives 2013

Berlin / Germany, November 21, 2013 — At the SPS IPC Drives automation tradeshow from November 26 to
28, 2013 in Nuremberg, industrial cybersecurity specialists Innominate and Compass Security will again
present an ICS Live Hacking Lounge. In new example scenarios, Marco Di Filippo and Stephan Sekula,
penetration testing experts from Compass Security, will demonstrate how Industrial Control Systems (ICS)
can successfully be attacked within minutes via Ethernet, Internet, and the phone network. They will also
provide insights into the “HoneyTrain Project” for the realistic simulation of attacks on critical infrastructures
such as the automated underground rail system of Nuremberg.

Due to the overwhelming interest last year, a total of six presentations of the ICS Live Hacking Lounge have
been scheduled for this year at the Innominate booth 9-532 in hall 9, every day of the tradeshow at 11:00 am
and 2:00 pm, with the presentation on Wednesday November 27 at 2:00 pm being given in English
language.

“The theoretical awareness for the digital vulnerability of automation technology and the need to protect
industrial data communication has significantly increased with the publications of cyber attacks such as
Stuxnet and the wiretapping activities of nation state intelligence services. Our ICS Live Hacking Lounge lets
you experience these threats and the risk exposure in a practical setting”, said Innominate CMO Torsten
Roessel, underlining the importance of security measures for networked industrial systems.

Appropriate protection against cyber attacks is provided by the mGuard portfolio from Innominate. The ICS
Live Hacking Lounge will therefore include examples of how mGuard products can successfully block the
demonstrated attacks.

About Compass Security Deutschland GmbH

Compass Security Deutschland GmbH, an independent subsidiary of the Swiss firm Compass Security Network
Computing AG, is a specialist provider of security assessments and forensics analyses based in Berlin. On behalf of our
customers we carry out ethical hacking and security assessments to test the vulnerability of IT systems to hacking as
well as to highlight appropriate measures for improving overall security. Compass Security has wide-ranging expertise
and many years of experience in handling both national and international projects. Our close cooperation with
universities and colleges enables us to carry out applied research so that our security specialists are always up-to-date
on the latest developments in their fields. Further information can be found on: www.csnc.de

About Innominate Security Technologies AG

Innominate, a Phoenix Contact Company, is a leading supplier of components and solutions for controlled and secured
communication in industrial networks. The German company specializes in the protection of networked industrial
systems and the secure remote maintenance of machinery and equipment over the Internet. The Innominate mGuard
product line of network security appliances provides router, firewall, virtual private network (VPN), as well as quality of
service (QoS) functionalities and helps with intrusion detection and antivirus protection. The mGuard portfolio is
complemented by a highly scalable device management software and a cloud-based remote services portal. Innominate
products are marketed worldwide under the mGuard brand through system integrators and OEM partners. Further
information can be found at www.innominate.com.
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