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Who we interviewed

Fieldwork was conducted online using YouGovV’s pre-recruited panel (UK) and the equivalent panel of
our research partner in Sweden and Germany. Initial panel pulled for use in the survey pre-identified
respondents who claimed to visit social networking sites and/ or wrote their own blogs and then
screening questions qualified respondents more stringently by checking for usage in the last month

The completed interviews achieved were:

N 2 N -
ahy | B | =
Total sample size (= users of social 596 505 505 1606
network site in the last month)
ncinding some respohdents whoe ako use 47 208 76 337
business netwolking sites

All survey participants are users of social networking sites. A sub-group within this also use business
networking sites.

Most of the following charts show data analysed at the European level, identified by the EU flag in the
top right hand corner of the chart. Some charts show the data analysed at individual country level,

Nlm L -‘ in the top right hand corner of the chart.
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Online activities participated in (last month) -

100%

Accessed social networking sites
Email 98%

Searching for info 95%
Online banking
Buying goods or services
Accessing news and sport websites
Downloading/streaming content
Reading/contributing to forums/chat rooms/blogs

Instant messaging

Playing games online against other people

23%

Accessing dating websites

22%

Online gambling

21%

Accessing business networking sites

Other (not specified) 28%

Base: Visitors to Web 2.0 sites (Social Networking, photo sharing etc...)(1606) .
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Types of Web 2.0 sites registered with

Any social
networking
site

Any photo/
social
bookmarking
site

19%

Any business
networking
site

17%

94%

i.e. 94% of the sample has registered
with one of the social network sites
listed in the questionnaire:

Bebo, Facebook, Faceparty, Friends
Reunited, Hi5, MySpace, Netlog,
Perfspot, Playahead, StudiVzZ, Tagged,
Twitter, Windows Live Spaces

In fact, 100% of the survey sample
has visited a social network site: this
chart only takes into account sites
listed in the questionnaire, and this
list is not comprehensive.

Base: Visitors to Web 2.0 sites (Social Networking, photo sharing etc...)(1606)
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Specific sites visited

| ANY SOCIAL 94%

Facebook 73%

MySpace 42%
Windows Live Spaces 22%
Studivz 21%
Friends Reunited 21%
Lunarstorm 11%
Netlog (formerly Facebox, Redbox) 9%
Bebo 9%
Hi5 6%
Tagged 5%
Playahead 5%
Twitter 4%
Faceparty 4%
PerfSpot 2%

Flickr
Del.icio.us 5%
Digg 4%
Piczo 2%
ANY BUSINESS
Xing
LinkedIn
Plaxo
| OTHER
Other (not specified)
Google Docs

15%

28% |

9%

Base: Visitors to Web 2.0 sites (Social Networking, photo sharing etc...)(1606)
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* * ok

Awareness of term “Web 2.0”

% aware

All (i.e. any
visitors to Web 48%
2.0 sites)

Visitors to social
network sites
only

41%

Visitors to both
social and
business
network sites

84%

Base: Visitors to Web 2.0 sites (Social Networking, photo sharing etc...)(1606)
* x **
* *
x enisa
European Network

% and Information
+ ¥ Security Agency



Features which the term “Web 2.0” applies to

* * ok

By type of site (social/business)visited

Sites and info created collaboratively/ dynamically by
many users

Sites with widgets and embedded applications

Sites which combine content from different sources in
interesting ways

Sites which offer content used to in a desktop
application application

Users represented by avatar

Content is more secure

News is only available from professional sources

Sites that allow user to view but not edit/respond

None of these

53%
49%

62%
43%
I 6%
55%
44%
I 39%
56%
30%
I 26%
38%
| 20% Total sample (any visitors to social sites)
_ 0
17%27% W Social only
_- 11450/% Social and business
21%
9%
M 6%
14%
7%
W 5%
13%
19%

25%
7%

Base: Visitors to Web 2.0 sites (Social Networking, photo sharing etc...)(1606)

/ social site only (1336)/ social and business site (270)
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* * ok

Level of concern about various issues when using Web 2.0 applications i

A o K

By type of site (social/business)visited

Theft /misuse of personal data when transferred online —

6,4
or stored by service provider gﬁ
Service provider using/selling personal info for marketing | EGIG_G—_——— 66,23
purposes '6,7
Identity theft through viruses and malware installed on | ENNEEEEEEEN g,g
computer 6,1
7 - B Total sample (any visitors to social sites)
I
Installation of spyware/malware on computer 66,12 Social only
] - Social and business
I S,
Spam messages coming through Web 2.0 5,56 0
. . K
Embarrassing personal data being seen by strangers 5,25 g
, _ . , I 4,8
Someone using my blog entries and opinions against me gg
Discrimination by someone judging me wrongly from my N Zil,67
online profiles 5,0
1 2 3 4 5 6 7 8 9 10
Not at all worried ................. b >3 SO Extremely worried
Base: Visitors to Web 2.0 sites (Social Networking, photo sharing etc...)(1606)/ social site only (1336)/ social and business site (270) % e
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* * ok

Attributes of Web 2.0 content which give reassurance

By type of site (social/business)visited

Security certificates/ seals awarded to 61%

I 0%

website 65%

Legal terms, service agreements, privacy 52%

I 5%

statements of the website 539

47%
Laws and regulations in host country | R 46%
52%

Total sample (any visitors to social sites)
38%
No negative press coverage of service |G 36% W Social only
53%
Social and business

37%
Friends also using site so feel comfortable | 37%
34%

29%
Brand image of website | N 26%
44%

11%
None of these | 12%
5%

Base: Visitors to Web 2.0 sites (Social Networking, photo sharing etc...)(1606)/ ¥
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* * ok

Whether ever ignored potential risks on Web 2.0 sites

% ignored risks Action taken in response to potential risks
. 57%
Increased my own security
All (i.e. any visitors to 30% settings _ 55(y602<y
Web 2.0 sites) 0 °
0,
Changed personal info so _ 5521(1/,
'tb ised °
can't be recognise 63%
Visitors to social network 31% 31%
sites only ° Stopped using website || 258%
41%
11%
Informed website of concerns . 6%
. . 289
Visitors to both social | Total sample (any visitors to Web 2.0
and business network 32% sites)
sites 14% W Social only
None of these [} 16%
4% Social and business
Base: Visitors to Web 2.0 sites (Social Networking, photo sharing etc...)(1606)/ Base: Visitors to any Web 2.0 site who ignored risks (520)/
social site only (1336)/ social site only who ignored risks (408)/
social and business site (270) social and business site who ignored risks(112)
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Level of agreement with ‘I am willing to give my email account details,
including password to invite friends to a social application’

Mean score

Scale: 1 = strongly disagree
->
5 = strongly agree

All (i.e. any visitors to Web

2.0 sites) 11%  11% i’ 1.8

Visitors to social network
sites only

11% 10%+, 1.8

Visitors to both social and
business network sites

13% 16% I 2.1

W DK W Strongly disagree M Disagree ' Neither = Agree M Strongly agree

Base: Visitors to Web 2.0 sites (Social Networking, photo sharing etc...)(1606)/
social site only (1336)/ x¥*
social and business site (270)
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Methods used to verify online information is genuine

To verify Wikipedia item

Find identical info on different
websites

Verify if same info appears expressed
in different ways when searching for it

Verify by non-Internet sources

Info hosted by trusted website

Author has good global reputation

Info has been updated recently

Author/article scores well on site's
reputation score system

Can verify digital certificate of site

40%
36%

32%
31%

25%

25%

21%
16%

To verify article predicting share price

Verify by non-Internet sources

Info hosted by trusted website

Find identical info on different
websites

Verify if same info appears expressed
in different ways when searching for it

Info has been updated recently

Author has good global reputation

Author/article scores well on site's
reputation score system

Can verify digital certificate of site

Base: Visitors to Web 2.0 sites (Social Networking, photo sharing etc..

24%
24%
21%
19%
18%
17%
13%
13%

* * ok

A o K

To verify news item on blog

Find identical info on different
websites

Verify if same info appears expressed
in different ways when searching for it

Info hosted by trusted website

Verify by non-Internet sources

Info has been updated recently

Author has good global reputation

Author/article scores well on site's
reputation score system

Can verify digital certificate of site

39%

34%

33%
30%
30%

28%
26%
21%

To verify book review from the author

Author has good global reputation

Author/article scores well on site's
reputation score system

Verify by non-Internet sources

Find identical info on different
websites

Verify if same info appears expressed
in different ways when searching for it

Info hosted by trusted website

Info has been updated recently

Can verify digital certificate of site

)(1606)

31%
26%
24%
19%
19%
19%
12%
12%
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Who should pay for the service which makes financial transactions more secure

Scenario: online book purchasing

Vendor

Bank/ credit card company

Purchaser

Not applicable - don't use

Don't know

60%

14%

12%

5%

8%

Scenario: add-on application purchasing
from social network site

Vendor

Purchaser

Not applicable - don't use

Bank/ credit card company

Don't know

33%

23%

22%

10%

12%

Base: Visitors to Web 2.0 sites (Social Networking, photo sharing etc

Scenario: online banking

Bank/ credit card company

Vendor

Purchaser

Not applicable - don't use

Don't know

66%

16%

7%

4%

7%

Scenario: downloading music

Vendor

Purchaser

Not applicable - don't use

Bank/ credit card company

Don't know

..)(1606)

41%
22%
16%
9%

12%
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Whether would use a ‘money manager’ service which allows viewing of several
bank accounts on the same website

Any Web 2.0 site visitors Social site only visitors Social and business site visitors

46% 46% 43%

EYes "INo M Don'tuseonline banking ® Don't know

Base: Visitors to Web 2.0 sites Base: Visitors to social site only (1366) Base: Visitors to social and business site (270)
(Social Networking, photo sharing etc...)(1606)
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Attitude towards behavioural marketing :,

Any Web 2.0 site visitors Social site only visitors Social and business site
visitors

33% 33%

B Positive thing - makes marketing more relevant

No problem as long as personal details inaccessible by website
m Not happy, but accept if free access to website
B Should not be allowed - infringes my rights

m Don't know

Base: Visitors to Web 2.0 sites Base: Visitors to social site only (1366) Base: Visitors to social and business site (270)
(Social Networking, photo sharing etc...)(1606)
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Scenarios when would object to specific actions taken without your permission

Scenario: posting a photo of you

Object if boss did it

Object if casual
aquaintance did it

Object if colleague did it
Object if good friend did it

Don't know

57%
53%
49%
28%
25%

Scenario: posting your photo and tagging
with email address

Object if boss did it

Object if casual aquaintance...

Object if colleague did it
Object if good friend did it

Don't know

9%

76%

75%

74%

70%

Base: Visitors to Web 2.0 sites
(Social Networking, photo sharing etc...)(1606)

Scenario: posting your photo and tagging
with social networking profile

Object if boss did it

Object if casual
aquaintance did it

Object if colleague did it
Object if good friend did it

Don't know

62%

60%

60%

44%

20%

Scenario: publishing your email address on
their blog/social networking site

Object if boss did it

Object if casual aquaintance...

Object if colleague did it
Object if good friend did it

Don't know

73%

74%

73%
68%

11%

* %
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Steps would take/ previously taken to keep information provided to Web 2.0

site anonymous

Use privacy settings from
the service

Use alias for account name
or enter false data about
self

Use browser's privacy
settings

Ensure do not provide any
identifiable images of self

Use IP address that provides
anonymous details, e.g. TOR

None of these

Steps would take

Steps previously taken

69% 64%
. 70 I -
66% 69%
52% 52%
I I -
58% 54%
T Total sample (any
50% visitors to social sites) 37%
I /0% . ;7%
53% W Social only 35%
49% 46%
I 23% Social and business I 4%
54% 56%
29% 15%
I 27 Ml 13%
40% 21%
6% 11%
W 7% B 2%
2% 4%
Base: Visitors to Web 2.0 sites (Social Networking, photo sharing etc...)(1606)/
social site only (1336)/ x¥*,
social and business site (270) *
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Level of agreement with ‘People give away too much information about
themselves on websites such as social/business networks’

Mean score
Scale: 1 = strongly disagree
-->
5 = strongly agree
All (i.e. any visitors to Web
i 20% 4.0
2.0 sites) '
Visitors to social network
. 20% 4.0
sites only
Visitors to both social and
. ) 20% 3.9
business network sites

1 DK ® Strongly disagree m Disagree = Neither = Agree M Strongly agree

Base: Visitors to Web 2.0 sites (Social Networking, photo sharing etc...)(1606)/
social site only (1336)/ x¥*
social and business site (270)
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Whether used privacy settings on social/business network profile

Any Web 2.0 site visitors Social site only visitors Social and business site
visitors

N N

Base: Visitors to Web 2.0 sites Base: Visitors to social site only (1366) Base: Visitors to social and business site (270)
(Social Networking, photo sharing etc...)(1606)

M Yes No mDon't know

Whether think info made accessible to limited group of people can be viewed by others

Any Web 2.0 site visitors Social site only visitors Social and business site
visitors

20%

Base: Visitors to Web 2.0 sites Base: ... and used privacy settings (905) Base: ... and used privacy settings (204)

(Social Networking, photo sharing etc...)(1606)
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Level of trust in the security of add-on applications used on social network sites

All (i.e. any visitors to Web
) 11% 6
2.0 sites)
Visitors to both social and
. . 11%
business network sites

m DK/don't use add-ons = Depends on reputation of add-on provider M Do not trust m Somewhat trust = Trust ® Completely trust

Visitors to social network
sites only

Base: Visitors to Web 2.0 sites (Social Networking, photo sharing etc...)(1606)/
social site only (1336)/ x¥*,

social and business site (270) * enisa
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* * ok

Whether ever wanted to delete personal information after provided

* *

Any Web 2.0 site visitors Social site only visitors Social and business site visitors

54% S
M Yes, often I Yes, sometimes B No, never B Don't know
Base: Visitors to Web 2.0 sites Base: Visitors to social site only (1366) Base: Visitors to social and business site (270)

(Social Networking, photo sharing etc...)(1606)
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Whether asked website to delete data that no longer wanted to be public

Any Web 2.0 site visitors Social site only visitors Social and business site
visitors
65% 67% 60%

P @

H Yes No H Don't know

&

Basé: E\/isitors to Web 2.0 sites Base: Visitors to? isocial site only (1366) Base: Visitors to sociéléand business site (270)
(Social Networking, photo sharing etc...)(1606) o i

Outcome of request to delete data

Any Web 2.0 site visitors Social site only visitors Social and business site visitors

= Don't know Still waiting B Other B Website responded negatively Website ignored request B Website responded positively

Base: ... and asked provider to delete data (491)  Base: ... and asked provider to delete data (390) Base:... and asked provider to delete data (101)
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Satisfaction last time you asked a website to delete data

Mean score
Scale:
1 = extremely dissatisfied
-->
5 = extremely satisfied
All (i.e. any visitors to Web 13%
2.0 sites) ° 3.5
Visitors to social network
) 11% 3.5
sites only
Visitors to both social and - 39
business network sites ° :

M DK/still awaiting outcome M Extremely dissatisfied ® Dissatisfied Neither = Satisfied ™ Extremely satisfied

Base: Visitors to Web 2.0 sites (Social Networking, photo sharing etc...)(1606)/

social site only (1336)/ x¥*,

social and business site (270) * enisa
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Level of agreement with ‘Websites are able to check that users are 18 or over’

and ‘Websites are able to check that users are under 18’

... check 18 and over

All (i.e. any
visitors to Web
2.0 sites)

1% 29% 14%

Visitors to
social network
sites only

1%

30% 15%

Visitors to both
social and
business
network sites

W DK ® Strongly disagree ™ Disagree

Mean score
Scale: 1 = strongly disagree
-->
5 = strongly agree

2.7

2.7

2.9

... check under 18

2 o o6 15% 8

8% 31%

Neither = Agree M Strongly agree

Base: Visitors to Web 2.0 sites (Social Networking, photo sharing etc...)(1606)/
social site only (1336)/
social and business site (270)

Mean score
Scale: 1 = strongly disagree
-->
5 = strongly agree

2.6

2.5

2.6
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Level of trust in content filtering/ parental control tools

. 10%

sites)
ey e —
10% o

only

Visitors to both social and
. . 9%
business network sites

1 DK/don't use this software = Depends on reputation of software provider B Do not trust ® Somewhat trust = Trust B Completely trust

Base: Visitors to Web 2.0 sites (Social Networking, photo sharing etc...)(1606)/
social site only (1336)/ x¥*,

social and business site (270) * enisa
* * European Network
* + _andInformation

% ¥ Security Agency



Opinion of role of Web 2.0 websites in censorship of content

All (i.e. any visitors to social
network sites)

Visitors to social network sites
only

Visitors to both social and
business network sites

i Don't know

M They should censor content to ensure not offensive/inappropriate for under 18s

B They just offer a platform; not their job to censor

Base: Visitors to Web 2.0 sites (Social Networking, photo sharing etc...)(1606)/
social site only (1336)/ x¥*
social and business site (270)
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: : N 2 N
Summary of behavioural country differences (1) z|§-. =
Differences in the types of online activities for each country are highlighted below. Emailing, online banking,

buying goods and services online, accessing news and sport websites have a high incidence in all 3
countries. Generally, our analysis will examine results at the European level, rather than at individual

country level.
N 2 N
Zl_m s 1

Access any social networking website 100% 100% 100%
Also access any business networking website 8% 41% 15%
Downloading/ streaming content 62% 75% 82%
Using message boards/forums/chat rooms/blogs 57% 78% 78%
Instant messaging 50% 73% 58%
Playing games online against other people 20% 62% 56%
Accessing dating websites 10% 35% 26%
Gambling online 11% 33% 24%
x ¥
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N [ N N

Summary of behavioural country differences (2) ==t = ==

Differences in specific websites used in each country are highlighted below.

S 2

e =
Facebook 93% 39% 84%
MySpace 31% 57% 41%
Bebo 13% 8% 1%
Windows Live Spaces 8% 26% 34%
Netlog 1% 14% 14%
Faceparty 3% 7% 1%
Twitter 3% 7% 3%
Studivz - 65% -
Lunarstorm - - 34%
Xing - 33% 3%
Flickr 12% 21% 13%
Del.icio.us 2% 9% 4%
Digg 2% 8% 4%
Piczo - 5% 2%
Google Docs 4% 15% 10%
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